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The Human Genome Project has iden-
tified 30,000–60,000 genes in the
cells of the human body. As a conse-

quence of the high-throughput screening
of those genes, the pharmaceutical indus-
try, which had previously focused
on about 500 drug targets, now
has several thousand more. This
is an overwhelming amount of
information that, despite advances
in technology, has contributed to
the bottlenecking and decelera-
tion of the drug development
process. 

Just as the pharmaceutical
industry was beginning to
confront how to manage and use
this exponential increase in raw
data efficiently, the U.S. Food and
Drug Administration (FDA)
imposed new regulatory require-
ments to organize, secure, and
archive electronic records. Indus-
tries that are subject to FDA regu-
lation are required to comply with
the Code of Federal Regulations
ruling (21 CFR Part 11) requiring
electronic record management and
signature protocols (see Figure 1). 

From Islands to Continents
One pharmaceutical laboratory, In Vitro
Technologies, Inc. (IVT, Baltimore), has
chosen a multiple-application approach for
computer systems to meet these challenges
head on. IVT was launched in 1990 to
supply innovative in vitro contract research
testing services and products for study-
ing molecular interactions using a combi-
nation of biological and analytical capa-
bilities to understand the metabolism and
toxicity of drugs. The company serves a
growing biological R&D industry that
includes pharmaceutical, biotechnology,
and chemical sectors. IVT’s HPLC and MS
labs operate 24/7 and, with increasing

client requests and the growth of the indus-
try in general, generate huge volumes of
reports on compounds tested for compli-
ance with the FDA’s rigorous safety and
toxicology requirements. 

Adopting an across-the-board solution
to manage electronic records in a compli-
ant manner fills in the gaps between
“islands of compliance” and enhances
productivity, according to Mark Kropp, IVT’s
director of quality assurance. By seeking
a long-term data archival strategy, the
company is on the road to fulfilling feder-
al requirements as well as assisting its
clients in expediting the time to market
for their products.

During a six-month period, the IVT vali-
dation team attended a variety of seminars
and conferences, studied and implement-
ed ideas that it found in the published liter-
ature, and made use of various commer-
cial contract validation services (see Table
1). As a result, it approached Part 11 compli-

ance by qualifying the computer network;
working through a vendor selection process;
performing a vendor audit; creating vali-
dation strategy plans; approving installa-
tion, operation, and performance qualifi-
cations (IQ/OQ/PQ); documenting user
requirements, functional specifications, and
design specifications; and writing standard
operating procedures (SOPs) and revalida-
tion reports. The goal was to meet the FDA’s
definition of “validation”: to establish “docu-

mented evidence that provides a
high degree of assurance” that a
system will perform consistently in
accordance with its “predefined
specifications and quality attrib-
utes” (www.fda.gov/ora/inspect_ref/
igs/gloss.html). 

Mapping a Strategy
The computer network qualifica-
tion process followed the “road
map” presented by the best busi-
ness practices of today. In decid-
ing whether or not to adopt a
closed or open system, the compa-
ny realized that its business could
be severely damaged  if a competi-
tor got access to this informa-
tion. Thus, the company’s infor-
mation technology (IT) department
built a firewall and created pass-
word encryption security. 

In its multiple-application
approach to achieve Part 11 compliance,
IVT purchased two commercial data manage-
ment packages, CyberLAB KES (Scientific
Software, Inc., Pleasanton, CA) and Chem-
Store (Agilent Technologies, Palo Alto, CA).
Each package has offered a new and unique
way of approaching the validation process,
according to Kropp. After reviewing the
latest software and subscribing to an inter-
nal vendor selection process, the IT depart-
ment recommended the CyberLAB KES
(knowledge engineering system). This deci-
sion was based on cost–benefit analysis,
the expertise of the vendor staff, and the
close match between user requirements and
the functional and design specifications
of CyberLAB.

The short-term goal is to use this pack-
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Keeping up with genomically generated drug
targets while meeting the FDA’s data quality
standards requires a different kind of mapping.

FIGURE 1: Mapping the elements of 21 CFR Part 11 compliance.
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age to track validation protocols and SOPs,
and for the long term, to track the enor-
mous database of research results gener-
ated by the labs. “CyberLAB’s data archiv-
ing and retrieval system will provide IVT
with a fast, reliable system to access secure
and noncorrupted data from research,”
said Kropp.

The knowledge engineering system will
enable IVT to create a secure, Part 11-
compliant centralized electronic library for
all electronic data files, regardless of size,
helping the company achieve enterprise-
wide compliance, including tracking and
archiving validation protocols and SOPs,
maintaining record integrity and audit
trails, capturing and storing electronic
signatures, and keeping electronic records
in clinical studies. 

Hitting the Audit Trail
The software incorporates the use of byte-
order-dependent check sums at each file
transfer operation to ensure that records
are valid and unaltered. 

The computer-generated time-stamped
audit trail records each activity that occurs
within the system and logs the name of
the user, the date and time of the activ-
ity, the activity itself, and the reason for
the activity. Audit trail entries, which may
be reviewed and printed, are kept through-
out the electronic records retention
period. Operational system checks enforce
permitted sequencing of steps and events.

To comply with electronic signature
requirements, the software’s electronic
signature manifestation includes the unique
user name and full name of signer, sign-
er’s title, date and time that the signa-
ture was applied, location where signing

occurred, and user-configurable meaning
associated with the signature. The soft-
ware’s electronic signature plug-in for Adobe
PDF encrypts the signature with the docu-
ment to prevent the signature from being
excised or copied to another document. 

In addition to machine-readable instru-
ment data files, the knowledge engineer-
ing system has the capability to store
images, multimedia files, presentations,
human-readable word processing files, Adobe
PDF documents, spreadsheets, and other
formats. The software automatically extracts
searchable metadata from each of the files
via predesigned filters for advanced query
functions, and it enables quick viewing of
the files in the browser to help a compa-
ny gain control over its information and
meet Part 11 compliance.

The ability to retrieve information rapid-
ly facilitates Part 11 compliance, ensuring
timely response to requests from FDA inves-
tigators. The system guarantees that no
fraudulent or inadvertent alterations are
present in the raw data. In the case of edit-
ed work, there now is a clear and distinc-
tive audit trail, and this body of data is
secure and password-protected at all times.
By using due diligence and good business
practices, a company can bring about a
legitimate effort to validate its data and
comply with Part 11. Using FDA guidelines
and a multiple-application approach, a state
of quality and compliance can be achieved
that keeps pace with the electronic docu-
mentation and electronic signature era. 

Lisa Rhodes is a freelance writer from West-
port, CT.  Send your comments or questions
about this article to tcaw@acs.org or to
the Editorial Office address on page 3. ◆
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Organization

Agilent Technologies

Cimquest

Institute of Validation 
Technology
International Society for 
Pharmaceutical Engineering
In Vitro Technologies

Scientific Software, Inc.

Stelex-TVG

Resources

ChemStore chromatography 
data system
computer systems validation, regula-
tory compliance consulting services
journal, reports, handbooks, video-
tapes, conferences
seminars, publications, regulatory
information, discussion forums
in vitro testing services, products for
in vitro studies of chemical and
biological interactions
CyberLAB knowledge engineering
system
Stelex University ComplianceBuilder

Website

www.agilent.com

www.cimquest.com

www.ivthome.com

www.ispe.org

www.invitrotech.com

www.scisw.com

www.stelex-tvg.com

TABLE 1: Resources and Training for 21 CFR Part 11 Compliance


